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Introduction 

Here at Empower Learning Academy Trust (ELAT), we understand the valuable potential that artificial intelligence 

(AI), including generative AI, holds for our schools. It can be used to enhance pedagogical methods, customise 

learning experiences, and progress educational innovation. We support staff in exploring AI solutions to improve 

efficiency and reduce workload, where appropriate. 

We are also aware of the risks posed by AI, including data protection breaches, copyright issues, ethical 

complications, bias and safeguarding. We are mindful of human social wellbeing and the ethical considerations of 

AI use, particularly the potential for discrimination or bias. 

Therefore, the aim of this policy is to establish guidelines for the ethical, secure, and responsible use of AI 

technologies across our whole trust community, ensuring its use aligns with our educational values and principles. 

Vision and Values 

Fairness 

ELAT requires AI to be used in ways which are accessible, fair, and respectful. We will not rush into implementing 

AI for personalised learning without caution, particularly regarding potential discrimination or bias 

Accountability 

Ultimate responsibility for AI-based decision-making lies with the Trust and human leaders, not the technology. 

Where AI helps develop assessment outputs, clear guidelines for students to contest decisions will be in place 

Privacy & Security 

Data security is paramount. Personal information about students must not be entered into any ‘Open’ AI system 

without explicit informed consent, ensuring staff and students understand where their data goes 

Teaching & Learning 

AI need not be a separate subject; it will be woven into existing disciplines (e.g., text generation in English, image 

generation in Art). We invest in CPD to ensure staff maintain critical and creative thinking skills alongside AI 

competence. 

Human & Social Wellbeing 

Staff and students must be aware of inherent bias within AI systems, which are often developed from datasets 

that lack diversity. We encourage the conscious analysis of AI output for stereotyping or discrimination. 

Transparency 

ELAT will clearly explain how and why AI is being used. We maintain a register of AI tools in use (Appendix 1) to 

ensure stakeholders understand the ‘why’ behind our technology choices.  
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Scope of policy 

This policy covers the use of AI tools by all staff (including central trust team members, teaching and support staff), 

trustees, local governors, and pupils. 

Definitions 

This policy refers to two categories of generative AI tools, defined by their data safety: 

‘Open’ (Public) AI Tools 

These are public, often free, AI services available on the internet (e.g. the standard version of ChatGPT, Google 

Gemini, or other free lesson-planning/education focussed websites). 

RISK: These services may use any information you enter to train AI models. This means that any data you 

provide in prompts is not private, could be seen by the provider’s employees, and is not safe for 

Trust/School data. 

‘Closed’ (Enterprise) AI Tools 

These are services where the Trust has a formal, enterprise-level agreement (e.g. our Microsoft CoPilot or ChatGPT 

for Teams licenses). 

Our data is protected by enterprise-level security. The provider is contractually bound not to use our data to train 

their models. These are the only tools approved for processing Trust information (within the guidelines of this 

policy). 
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Legislation and guidance 

This policy reflects good practice guidelines and recommendations in the following publications: 

• AI regulation white paper (Department for Science, Innovation and Technology) 
https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach  

• Generative artificial intelligence (AI) and data protection in schools (DfE) 
https://www.gov.uk/guidance/data-protection-in-schools/generative-artificial-intelligence-ai-and-data-
protection-in-schools  

• Generative AI: product safety expectations (DfE) 
https://www.gov.uk/government/publications/generative-ai-product-safety-expectations  

• Keeping Children Safe in Education 
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2  
 

This policy meets the requirements of the: 

• UK General Data Protection Regulation (UK GDPR) 
https://www.legislation.gov.uk/eur/2016/679/contents  

• Data Protection Act 2018 (DPA 2018) 
https://www.legislation.gov.uk/ukpga/2018/12/contents  
 

Regulatory principles 

As a trust, our commitment to transparency, fairness, and accountability remains at the forefront. We follow the 

5 principles set out in the AI regulation white paper: 

Regulatory Principle We will… 

Safety, security and robustness 
Ensure that AI solutions are secure and safe for users and protect users’ 
data. 

Appropriate transparency and 
explainability 

Be transparent about our use of AI and make sure we understand the 
suggestions it makes. 

Fairness 
Only use AI solutions that are ethically appropriate, accessible, fair, and 
respectful. We will monitor for bias and correct problems where 
appropriate. 

Accountability and governance 
Ensure that the Trust Board and staff have clear roles and responsibilities 
in relation to the monitoring, evaluation, and use of AI. 

Contestability and redress 
Make sure that staff are empowered to correct and overrule AI 
suggestions – decisions should be made by the user of AI, not the 
technology. 

 

  

https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach
https://www.gov.uk/guidance/data-protection-in-schools/generative-artificial-intelligence-ai-and-data-protection-in-schools
https://www.gov.uk/guidance/data-protection-in-schools/generative-artificial-intelligence-ai-and-data-protection-in-schools
https://www.gov.uk/government/publications/generative-ai-product-safety-expectations
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.legislation.gov.uk/eur/2016/679/contents
https://www.legislation.gov.uk/ukpga/2018/12/contents
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Roles and responsibilities  

Trust level AI lead 

Our generative AI trust leads are the CEO, COO and Head of IT Operations and Support. They are responsible for 

the strategic oversight of AI use across the Trust, maintaining the register of approved tools (Appendix 1), and 

ensuring this policy is reviewed. 

Board of trustees 

• Take overall responsibility for monitoring this policy and holding school leaders to account for its 

implementation. 

• Review and update the AI policy at least annually. 

• Sign off on new categories of AI use, considering advice from the Data Protection Officer (DPO) and AI 

lead. 

School leaders 

• Take responsibility for the day-to-day leadership and management of AI use in their school. 

• Liaise with the DPO to ensure that the use of AI is in accordance with data protection legislation. 

• Liaise with the Designated Safeguarding Lead (DSL) to ensure AI use is in accordance with safeguarding 

policies. 

• Ensure that the guidance set out in this policy is followed by all staff. 

Trust Data Protection Officer (DPO) 

• The trust-level DPO is responsible for monitoring and advising on our compliance with data protection 

law, including in relation to the use of AI. 

• Our DPO is contactable via dpo@elatschools.co.uk. 

Designated Safeguarding Leads (DSLs) 

• DSLs are responsible for monitoring and advising on compliance with safeguarding requirements in 

relation to AI. 

• This includes being aware of new and emerging safeguarding threats posed by AI and responding to 

incidents in line with the school’s child protection and safeguarding policy 

All staff, trustees, and local governors 

• We encourage staff to explore opportunities to meet objectives through the use of approved AI tools (see 

Appendix 1). 

• Any use of AI must follow the guidelines set out in this policy and the ELAT Staff Acceptable Use Policy. 

• To protect data when using generative AI tools, staff must: 

o Use only approved ‘closed’ AI tools (see section 5 and Appendix 1) when handling any Trust data. 
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o Check whether they are using an ‘open’ or ‘closed’ generative AI tool. 

o Ensure there is no identifiable or confidential information included in what they put into ‘open’ 

generative AI tools. 

o Fact-check and critically evaluate results to make sure the information is accurate. The user is 

ultimately responsible for the final output. 

o Report safeguarding concerns to the DSL in line with the trust’s child protection and safeguarding 

policy. 

o Report any accidental access to inappropriate materials or any data breach to IT Support and the 

DPO immediately. 

Use of AI by staff across the Trust, trustees and local governors 

Use of ‘closed’ (Enterprise) approved tools 

• Generative AI tools can make certain written tasks quicker and easier to complete but cannot replace the 

judgement and knowledge of a human expert. 

• Whatever tools are used, the quality and content of the final document remain the professional 

responsibility of the person who produced it. 

• A live register of all ‘closed’ (Enterprise) approved AI tools is maintained in Appendix 1. 

• Currently, this includes Microsoft CoPilot Chat, and the trials of CoPilot Premium for Faculty and ChatGPT 

for Teams trial. 

• While these tools are secure, staff must still exercise caution and not input highly sensitive personal data 

unless it is necessary for a specific task and has been approved by a manager. 

Use of ‘open’ (Public) AI tools 

The Trust acknowledges that staff may use ‘Open’ (Public) AI tools to assist with general, non-sensitive tasks, such 

as lesson plan ideas, drafting non-confidential communications, or exploring new teaching concepts. 

While these tools are not formally approved or supported by the IT team, their use is permitted only under the 

following strict conditions: 

• You must not enter any personal or confidential data. 

o This includes student names (even first names), staff names, parent details, pupil ID numbers, SEN 

information, safeguarding concerns, school incidents, or any other sensitive data as defined in the 

ELAT Data Protection Policy. 

• Assume everything you type is public. A good rule is: "If you would not post it on a public website, do not 

put it into an ‘Open’ AI tool." 

• You must critically review all AI-generated output for accuracy, appropriateness, and bias before using it. 

• Entering personal or confidential Trust data into an ‘Open’ AI tool constitutes a data breach and will be 

treated as a serious violation of this policy and the ELAT Staff Acceptable Use Policy. 
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Use of AI in public communications 

While the Trust encourages the use of AI to improve efficiency, staff must recognise that public-facing 

communications (including social media, newsletters, and home-school correspondence) directly impact the 

reputation of the Trust and its schools. To maintain trust and authenticity, and to avoid the publication of low-

quality or generic content, staff must adhere to the Digital Engagement Team’s Guidance on AI.  

Process for approval 

In the fast-moving world of AI development, new tools are emerging faster than any individual can keep pace. At 

ELAT Staff are welcome to suggest new tools for approval. 

• Staff should contact the Head of IT Operations and Support to discuss the proposed tool. 

• The Head of IT Operations and Support is responsible for evaluating new tools, ensuring they meet our 

‘closed’ tools data protection standards, cybersecurity standards, and work within our existing IT 

ecosystem, before taking them forward for approval. 

Educating pupils about AI 

ELAT acknowledges that pupils benefit from a knowledge-rich curriculum that allows them to become well-

informed users of technology and understand its impact on society. 

Aligned with this, ELAT promotes a ‘human-in-the-loop’ philosophy, ensuring that AI is used to enhance human 

creativity and output, not to replace the fundamental learning process. Education on the mechanics, ethics, and 

safety of AI will be primarily delivered through the Computing and PSHE curriculums. However, to demonstrate 

appropriate practical application, AI concepts will also be woven into existing disciplines where they add value 

(e.g., critical analysis of generated text in English or digital ideation in Art). 

Strong foundational knowledge is required to ensure that pupils develop the right skills to use generative AI safely. 

Therefore, the curriculum will explicitly cover: 

• Understanding when the use of AI is helpful and valid, versus when it is not. 

• Creating and using digital content safely and responsibly. 

• Understanding the limitations, reliability, and potential bias of generative AI. 

• Online safety to protect against harmful or misleading content. 

• Fact-checking and critically evaluating generative AI results. 
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Use of AI by pupils 

The Trust recognises that AI has many uses to help pupils learn. However, to ensure safety and compliance with 

DfE guidance, pupil access is strictly regulated. 

Approved Tools 

The Trust approves the use of specific, ‘closed’ generative AI tools for pupils only where they are embedded within 

our approved educational software and align with curriculum goals (e.g., generative design tools in creative 

software). Refer to Appendix 1 for the definitive list of AI tools approved for student use. 

Prohibited Tools 

Use of any AI tool not listed in Appendix 1 is prohibited on Trust devices. ‘Open’ text-based chatbots (such as the 

public versions of ChatGPT) are generally not approved for pupil use due to data privacy and safeguarding risks. 

Monitoring and Safeguarding 

The Trust acknowledges that some AI features embedded within third-party educational applications may not yet 

possess the fully integrated, granular activity logging (recording specific input prompts and responses) 

recommended by the Department for Education. 

To mitigate this risk and meet safeguarding expectations on Trust-owned devices, pupil use of these tools is 

subject to the Trust's standard keystroke and screen monitoring software. This allows the Trust to detect offensive, 

discriminatory, or inappropriate content entered as prompts, even if the specific application does not provide a 

central audit trail. 

Inappropriate AI tools, such as those designed to simulate intimate, romantic, or ‘companion’ relationships (e.g. 

‘Adult Girlfriend Experience’ bots) those labelled as ‘Adult’ or ‘NSFW’, or those that allow the generation of non-

consensual intimate images, or sexualised images of children (e.g. Grok in January 2026), are strictly prohibited 

and blocked by the Trust internet filtering systems. For more information on our monitoring and filtering tools, 

see our Online Safety Policy. 

Pupils and parents/carers must be aware that the Trust's monitoring software cannot monitor activity on personal 

devices (BYOD) or use outside of the school network. When accessing these web-based tools from home, standard 

parental supervision is advised. 

Academic Integrity 

The use of AI may lend itself to cheating and plagiarism. To mitigate this, pupils may not use AI tools:  

• During assessments, including internal and external assessments, and coursework.  

• To write their homework or class assignments, where AI-generated text is presented as their own work.  

• To complete their homework, where AI is used to answer questions set and is presented as their own work 

(for example, maths calculations). 
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Where approved AI tools have been used as a source of information or to generate creative elements (e.g., 

images), pupils must attribute their use of AI. The reference must show the name of the AI source and the date 

the content was generated. 

We consider any unattributed use of AI-generated text or imagery to be plagiarism and will follow our plagiarism 

procedures as set out in the Trust's Exams Policy. 

Pupil Responsibilities 

Pupils must consider what is ethical and appropriate in their use of AI and must not: 

• Generate content to impersonate, bully, or harass another person. 

• Generate or share explicit or offensive content, including, but not limited to, generating inappropriate or 

sexualised images. 

• Input offensive, discriminatory, or inappropriate content as a prompt. 

Formal assessments 

ELAT will continue to take reasonable steps to prevent malpractice involving the use of generative AI in 

assessments. We will follow the latest guidance published by the Joint Council for Qualifications (JCQ) on AI use 

in assessments. See our school Exams policies for more details. 

Staff Training 

Investment in all staff CPD in both AI and older techniques (e.g., critical thinking) is essential to generate quality 

output from AI sources. The Trust will provide training on: 

• The safe, ethical, and effective use of approved AI tools. 

• Guidance on data protection 

• Safeguarding 

• Identifying bias. 

AI: Empowered, ELAT’s AI Resource Hub, is the central location for up-to-date news, guidance, policies and training 

materials. Appendix 1 will be easily accessible from the AI Resource Hub. 

https://bowerpark.sharepoint.com/sites/ITOperations/SitePages/AI--Empowered-Hub.aspx  

  

https://bowerpark.sharepoint.com/sites/ITOperations/SitePages/AI--Empowered-Hub.aspx
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Child Protection and Safeguarding 

The Trust is aware that the use of generative AI may in some circumstances lead to safeguarding concerns. Where 

there are safeguarding concerns arising from the use of generative AI, a report must be made to the DSL 

immediately. Any such incident will be dealt with according to the procedures set out in the trust’s child protection 

and safeguarding policy. 

Monitoring and transparency 

AI technology, and the benefits, risks, and harms related to it, evolves rapidly. Consequently, this policy and 

Appendix 1 will be treated as live documents, kept up to date by the Head of IT Operations and Support. 

This policy will be formally reviewed at least annually, and in response to emerging best practices, technological 

advancements, and to changes in regulations. 
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Appendix A: Approved use of AI tools 

This table is a snapshot of the live document at the time of last formal review. The live document can be viewed 

on the intranet – Appendix A 

Approved AI 
Tool 

Approved for Approved uses Data Protection Notes 

Microsoft 
CoPilot Chat 
(Standard) 

All Staff General assistance for drafting 
communications, letters, or 
reports. 
 
Assisting with lesson planning or 
resource creation.  
 
Summarising long texts or 
documents. 
 
Image generation for use in 
creative and educational tasks 

This is a Closed (Enterprise) tool. Data is 
not used for training models.  
 
Image generation has daily/monthly 
limitations imposed by Microsoft 

Google Gemini 
(Education 
Essentials) 

All Staff General assistance for drafting 
communications, letters, or 
reports. 
 
Assisting with lesson planning or 
resource creation.  
 
Summarising long texts or 
documents. 
 
Image generation for use in 
creative and educational tasks 

This is a Closed (Enterprise) tool. Data is 
not used for training models.  
 
Thinking and Pro chat models have 
hourly/daily limitations imposed by 
Google. 
 
Image generation has daily/monthly 
limitations imposed by Google 

Google 
NotebookLM 
(Education 
Essentials) 

All Staff General assistance for drafting 
communications, letters, or 
reports. 
 
Assisting with lesson planning or 
resource creation.  
 
Summarising long texts or 
documents. 
 
Image, audio and video generation 
for use in creative and educational 
tasks 

This is a Closed (Enterprise) tool. Data is 
not used for training models.  
 
Limited to 30 source documents by 
Google 

https://bowerpark.sharepoint.com/sites/ITOperations/Lists/AI%20Policy%20%20Appendix%20A/AllItems.aspx?viewid=eba91bbd%2D9dff%2D4c39%2D91db%2D6ad11551e054
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Microsoft 
CoPilot 365 
(Premium) 

Executive 
Team 
 
Pilot Group 

General assistance for drafting 
communications, letters, or 
reports. 
 
Assisting with lesson planning or 
resource creation. 
 
Summarising long texts or 
documents.  
 
Image generation for use in 
creative and educational tasks. 
 
Access to additional features as 
defined by the platform (e.g., 
advanced data analysis). 

This is a Closed (Enterprise) tool. Data is 
not used for training models.  

ChatGPT for 
Teams  

Pilot Group General assistance for drafting 
communications, letters, or 
reports. 
 
Assisting with lesson planning or 
resource creation. 
 
Summarising long texts or 
documents.  
 
Image generation for use in 
creative and educational tasks. 

This is a Closed (Enterprise) tool. Data is 
not used for training models.  

Adobe Express 
(Generative 
Image AI) 

All Staff 
 
All Pupils 

For use in creative and 
educational tasks, as directed by 
teaching staff (e.g., Art, Design, 
English). 

This tool is approved for educational use 
and has built-in content filters. No 
central audit trail is available. Use is 
subject to the Trust's standard device 
monitoring. No personal data should be 
entered in prompts. 

KeyGPT Leaders with 
Access to The 
Key 

Letter to parents/carers 
 
Job descriptions and adverts 
 
Interview questions 

This is a Closed (Enterprise) tool. Data is 
not used for training models. 

Oak Academy 
AI lesson 
planner 

All Staff Lesson Planning This is a Closed (Enterprise) tool. Data is 
not used for training models. 



AI Policy  

 

  12 

Canva for 
Education 
(including 
Canva Magic 
Studio) 

All Staff Creating classroom displays, 
presentations, newsletters, and 
social media content. 

This is a Closed (Enterprise) tool. Data is 
not used for training models. 
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Appendix B: Equality Impact Assessment (EIA) 

1. Purpose of this Equality Impact Assessment 

This Equality Impact Assessment (EIA) evaluates whether ELAT’s Artificial Intelligence (AI) Policy: 

• Eliminates unlawful discrimination, harassment, and victimisation; 

• Advances equality of opportunity between people who share a protected characteristic and those who do 

not; 

• Fosters good relations between different groups; 

• Identifies and mitigates potential adverse impacts of AI deployment across the Trust community. 

It ensures that the introduction and use of AI technologies within ELAT schools complies with the Equality Act 

2010 and reflects the Trust’s commitment to inclusion as outlined in ELAT Equality Information and Objectives. 

2. Scope of the Assessment 

This EIA covers the impact of the AI Policy on: 

• Pupils 

• Staff and job applicants 

• Parents/carers 

• Local Governance Committee Members and Trustees 

• Visitors and partners 

It considers AI use across teaching and learning, assessment, communication, safeguarding, data handling, and 

staff workflows. 

Protected characteristics (Equality Act 2010): 

• Age 

• Disability 

• Gender reassignment 

• Marriage and civil partnership 

• Pregnancy and maternity 

• Race 

• Religion or belief 

• Sex 

• Sexual orientation 

3. Evidence Base and Data Sources 

This assessment draws upon: 

• ELAT Equality Information & Objectives 2023–2026 

• Existing EIAs used across ELAT—including the Parent Code of Conduct EIA 

• Current ELAT policies on safeguarding, SEND, behaviour, curriculum, and data protection 

• National guidance on discriminatory risks of AI systems (DfE & EHRC) 

• Known risks of algorithmic bias in AI tools 
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4. Assessment of Potential Impacts 

4.1 Positive impacts 

The AI Policy is likely to advance equality of opportunity by: 

• Reducing workload for staff, enabling more time for personalised support 

• Enhancing accessibility through AI-enabled tools (e.g., text simplification, captions, language support) 

• Supporting pupils with SEND through adapted material (when using approved ‘closed’ tools) 

• Improving access to information for EAL families through translation features 

• Encouraging critical thinking about bias, supporting curriculum aims related to digital literacy and 

responsible use 

4.2 Potential adverse impacts 

Without safeguards, AI use carries risks that could disproportionately affect protected groups: 

Area of Risk Potential Inequality Affected Groups 

Algorithmic bias Outputs could reflect stereotypes or discriminatory 
datasets 

Race, sex, disability, 
religion/belief 

Data misuse Inappropriate inclusion of sensitive data could risk 
privacy or discrimination 

All protected 
characteristics 

Automated assessment 
suggestions 

Could reinforce bias (e.g., language norms 
disadvantaging EAL students) Race, sex, disability 

Accessibility barriers Tools may not be fully compatible with assistive tech Disability 

Safeguarding risks Exposure to harmful content in open tools; generative 
misuse Sex, age, disability 

Digital exclusion 
Variation in home tech access could widen attainment 
gaps 

Socioeconomic groups; 
SEND 

 

5. Mitigation Strategies 

The AI Policy already contains strong risk-reduction measures (e.g., restrictions on ‘open’ tools, safeguarding 

alerts, bias awareness). This EIA strengthens the policy by recommending: 

5.1 Governance and transparency 

• Maintain a live register of approved tools with transparent risk ratings. 

• Ensure accessibility reviews for each approved AI tool. 

• Require clear documentation of how AI tools are used in assessments, planning, and communications. 
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5.2 Training and awareness 

• Mandatory staff training on: 

o Recognising and correcting AI-generated bias; 

o Inclusive prompt design; 

o Data protection and GDPR compliance; 

o Safeguarding risks related to AI. 

• Curriculum content on bias and stereotyping in AI, building on the digital literacy work in Computing and 

PSHE 

5.3 Technical safeguards 

• Limit use to ‘closed’ tools when handling any Trust data. 

• Introduce periodic bias-testing of AI outputs (e.g., for curriculum materials or assessment rubrics). 

• Require human review (“human in the loop”) for all AI-assisted outputs. 

5.4 Support and accessibility 

• Ensure AI tools are compatible with assistive technologies. 

• Provide alternative non-AI routes for pupils or staff unable to engage with the tools. 

• Monitor access patterns to ensure no group is disadvantaged. 

• Include explicit guidance for adaptations for pupils with SEND, linking to individual risk assessments. 

5.5 Monitoring and evaluation 

• Incorporate AI-related equality risks into safeguarding and SEND processes. 

• Review incidents or complaints related to AI for evidence of disproportionate impact. 

• Termly review by the AI lead and DPO of: 

o Bias incidents; 

o Accessibility complaints; 

o Curriculum implications; 

o Data protection concerns. 

6. Impact Assessment Conclusions 

Based on current evidence: 

• No significant negative impacts are anticipated if mitigation strategies are followed 

• The policy is likely to advance equality by improving access, supporting inclusion, and increasing digital 

literacy 

• Ongoing monitoring is essential due to the rapidly evolving nature of AI technologies 

• The Trust’s commitment to regular review and the maintenance of a live appendix ensures alignment with 

the Equality Act and PSED duties 
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7. Action Plan 

Action Responsible Timeline Status 

Review accessibility features and equality risks of 
all approved AI tools 

Head of IT Operations & 
SENDCo rep 

Annual Ongoing 

Add AI related equality risks to safeguarding and 
SEND monitoring 

DSLs Immediate Embedded 

Ensure all staff complete AI ethics and bias training CPD Lead Annual cycle Planned 
Introduce equality focused audits of AI-generated 
teaching materials 

School Leaders and AI 
Lead(s) 

Termly New 

Publish EIA on the Staff Intranet and include in 
policy suite 

CEO At policy 
approval 

Pending 

 

8. Approval and Review 

This EIA will be reviewed: 

• Annually, or 

• When there is a significant change in AI legislation or technology. 

• Following any incident indicating a possible equality impact. 


