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Mission Statement

To inspire our family of schools to provide opportunities for our pupils, staff and leaders to be the best they can
be; to create a passion for lifelong learning; to enable our pupils to become kind, confident and impactful world
citizens.
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Introduction

A cybersecurity incident can have a major impact on any organisation for extended periods of time. For a school,
this can range from minor reputational damage and the cost of restoring systems from existing backups to major
incidents such as losing student work or access to learning platforms and safeguarding systems, which could lead
to data-protection fines or even failing an OFSTED inspection.

This Cybersecurity Policy outlines Empower Learning Academy Trust’s guidelines and security provisions which are
there to protect our systems, services and data in the event of a cyberattack.

Scope of Policy

This policy applies to all ELAT staff, contractors, volunteers and anyone else granted permanent or temporary
access to our systems and hardware. It also covers the physical and technical elements that are used to deliver IT
services for the school.

Risk Management

Empower Learning Academy Trust will include Cybersecurity risks on its organisation risk register, regularly
reporting on the progress and management of these risks to Governors.
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Physical Security

Empower Learning Academy Trust, will ensure there is appropriate physical security and environmental controls
protecting access to its IT systems in compliance with government digital and technology standards in schools
(https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/servers-and-

storage-standards-for-schools-and-colleges)

Servers

Servers will have a dedicated, secure, locked room or cupboard that is not used for other purposes and meeting
Health and Safety standards (BS EN 50174-2)

The room or cupboard should also:
e have servers mounted or stored in cabinets
e be free of flammable items, such as paper, boxes, clothing, solvents or chemicals

e have a dedicated power supply that can meet or exceed current demand (this must be an isolated
uninterruptible supply, to prevent server or storage outages for key equipment)

e have sufficient cooling or mechanically assisted ventilation to keep server equipment within manufacturers’
recommended temperature guidelines

The room can not:
e contain battery-powered end user devices, such as laptops, due to a potential fire risk
e have any windows or be accessible directly from a classroom

e store any liquids in it, such as bottles or water or hot drinks

Asset Management

To ensure that security controls to protect the data and systems are applied effectively, Empower Learning
Academy Trust will maintain asset registers for, files/systems that hold confidential data, and all physical devices
(servers, switches, desktops, laptops etc) that make up its IT services.

The asset register will be stored in the Cloud and backed-up to ensure access in the event of a Cybersecurity event.

User Accounts

The first line in Cybersecurity is the security of user accounts. All users are responsible for the security of their
own accounts, if any time they believe their credentials may have been compromised, for example by a phishing


https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/servers-and-storage-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/servers-and-storage-standards-for-schools-and-colleges
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scam, they must report this on the IT Helpdesk as soon as possible. In line with the Acceptable User Policy, use of
school accounts is limited to work purposes only. Accounts must not be shared with other individuals or left logged
in to unattended devices. Personal accounts, such as Apple iCloud or Gmail should not be used for work purposes.

User accounts are secured with a password that exceeds 10 characters and meets complexity rules. Account
lockout is configured to prevent brute force attacks.

IT Technical Users

In line with Cyber Essentials guidance, technical users will use non-administrative accounts for their day-to-day
tasks, only using accounts with elevated rights when necessary. All software downloads should be completed with
non-administrative accounts and transferred to the central store following a virus scan.

Multi-Factor Authentication

Empower Learning Academy Trust acknowledges the importance of Multi-Factor Authentication and will be
implementing this for all staff users where practical and supported by technology.

All IT Administrative Accounts must have MFA enabled. Conditional Access exceptions may be applied to service
accounts for automated processes.

Devices

To ensure the security of all Empower Learning Academy Trust issued devices and data, users are required to:
e Lock devices that are left unattended (4 + L)

e Update devices when prompted.

® Report lost or stolen equipment as soon as possible to IT Support

e Change all account password at once when a device is lost or stolen and report immediately to IT Support

e Report a suspected threat or security weaknesses to school systems to IT Support

Devices will be configured with the minimum security controls:
e Password protection

e Disk encryption

e (Client Firewalls

e Antivirus / Anti Malware Software

e Automatic security updates

e Removal of unrequired and unsupported software
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e Autorun disabled (on insertion of external storage)

e Minimal administrative accounts

Data Security

Empower Learning Academy Trust will take appropriate measures to reduce the likelihood of the loss of availability
to, or the disclosure of, confidential data.

Empower Learning Academy Trust defines confidential data as:

e Personally identifiable information as defined by the ICO

e Special Category personal data as defined by the ICO

e Unpublished financial information

Any suspected breaches of data protection are to be reported to the Trust Data Protection Officer by email
dpo@elatschools.co.uk

Backups

Critical data and systems will be backed up on a regular basis following the Government technology standards of
3 backup copies of important data on at least 2 separate devices, at least 1 must be off-site.

Critical Data is defined as:
e S|MS Database

e Single Central Record

All local data systems are backed up regularly according to the following schedule.

Backup Schedule High Level Overview

Which Data Backup Type Frequency Data Retention

SDtj;‘Li:::Sdent File System 12 Hours 32 Days

Virtual Servers Complete VM Weekly 12 Weeks

Virtual Servers File System Daily 64 Days

SIMS Server (Virtual) Database 6 Hours 64 Days

SIMS Server (Virtual) File System Daily 64 Days
Complete VM

SIMS Server (Virtual) 12 Hours 90 Days

Cloud (N-Able)


https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
mailto:dpo@elatschools.co.uk
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)

Student Records File System 12 Hours 32 Days

Student Records File System Weekly 54 Weeks

Single Central Record . 30 Days + Microsoft
.g . Cloud (OneDrive) N/A . Y .

(Historic) Version History

Single Central Record

. . Cloud (Barracuda) Daily Unlimited Retention
(Historic)

Single Central Record is now integral to the 3™ Party HR solution and forms part of their backup and data security
processes.

Empower Learning Academy Trust has implemented Cloud to Cloud backup for all core data stored in Microsoft
365, including:

® Teams
e SharePoint
e OneDrive

e OQOutlook (mail)

This backup is completed daily, with unlimited retention and is in addition to Microsoft’s 30 day recycle bin and
document version history.

Sharing Files

Empower Learning Academy Trust recognises the security risks associated with sending and receiving confidential
data. To minimise the chances of a data breach users are required to:

e Consider if an email could be a phishing email or that a colleague’s account could be ‘hacked’. If something
does not feel right check with the sender by another method, particularly in relation to financial transactions,
attachments, or links to websites

e Wherever possible, keeping school files on school systems

e Not sending school files to personal accounts

e Verifying the recipient of data prior to sending

e Using file encryption where possible, sending passwords/keys via alternative communication channels

e Alerting IT Support or DPO to any breaches, malicious activity or suspected scams
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Training

Empower Learning Academy Trust recognises that it is not possible to maintain a high level of Cybersecurity
without appropriate staff training. It will integrate Cybersecurity training into staff induction and annual INSET
through The National College. Specialist training will be provided to staff responsible for maintaining IT system:s.
Regular reminders and phishing simulation will be utilised to ensure staff do not become complacent.

System Security

IT Support will utilise a ‘secure by design approach’ to all IT services for Empower Learning Academy Trust,
ensuring that security is a core aspect of all systems and on by default.

This will include, but is not limited to:
e Security Patching — network hardware, operating systems, and software.

® Proactively plan for the replacement of network hardware, operating systems, and software before vendors
stop providing security support for them.

e Actively Manage antivirus systems.
e Actively manage and test backups.
e Regularly review and update security controls that are available with existing systems.

e Segregate wireless networks used for visitors and ‘bring your own device’ personal devices from school
systems.

e Review the security risk of new systems or projects.
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Major Incident Response Plan

Empower Learning Academy Trust will develop, maintain, and regularly test a Cybersecurity Major Incident

Response Plan. This will include identifying or carrying out:

Key decision-makers

Key system impact assessments and restoration priorities (i.e. which backups needs to be restored first for the
school to become operational again)

Emergency plans for the school to function without access to systems or data
Alternative methods of communication, including copies of contact details
Emergency budgets and who can access them / how

Key agencies for support (e.g. IT support company)

Maintaining Security

Empower Learning Academy Trust understands that the financial cost of recovering from a Major Cybersecurity

Incident can far outweigh the ongoing investment in maintaining secure IT systems. Empower Learning Academy

Trust will budget appropriately to keep cyber related risk to a minimum.



